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Youngsters are high consumers
of e-technologies

European young people aged 15-25:
16% of the European population

61% are connected to the Internet (vs 38% EU25
iIndividuals)

Spend 10 hours/week on the Internet vs 13
hours/week on television (Jupiter Research, 2005)
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Empirical past studies (1):
E-government user perceptions

E-government services perception (EU-funded eUser
research project):
55% of the EU citizens having used eGovernement services are
positive
33% report obstacles
Main requirement: more security and privacy

EU citizens are critical about the competence of
authorities to handle personal data (FIDIS report):
UK and Ireland most negative

Germany, Austria, Finland, Scandinavian countries rather
negative

Central and Eastern countries most positive
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Empirical past studies (2):
User perceptions toward e-identity

56% of web users are concerned by privacy online
(Paine, 2006) and 73% state they take action to protect
their privacy

Segmentation in 4 groups concerning ePrivacy (Pew
Internet study, US)

The confident creatives (17%)

The concerned and Careful (18%)

The worried by the wayside (18%)

The unfazed and inactive (43%)
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Empirical past studies (3): User
perceptions toward Biometrics

Negative perception:
Highly intrusive form of surveillance (Adronikou et al.
2007)

Risk that an electronic trace of every person’s movement
IS processed and stored

Risk to monitor activities of particular groups (ethnicity)

Positive perceptions:

2/3 of americans would pay extra to add fingerprint
biometrics to their computers (Authentec, 2004)

82% of americans support the use of biometrics on
passports, 75% to drivers’ licences
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Methodology of the qualitative study

2 focus groups in 4 countries :
France, UK, Germany and Spain

Youngsters 15-25 (total : 76)

Interview guide :
Topic 1: identity and personal data management
Topic 2: usage of ICT and identity management online
Topic 3: identification technologies and elD services
Topic 4: protection and regulation

Content analysis (Nvivo)
and discriminant analysis (Alceste & WordMapper)
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Main topics evoked by the participants
In each country (1)
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Main topics evoked by the participants
In each country (2)
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Results: similarities between countries

Identity differs from personal data
|dentity relates to all data that define a uniqgue human being.
Personal data consists of profile information (name, cicil status)

Main concerns
Privacy and security
Risks of identification systems

Necessity for data control/protection online
Unawareness of existing protection laws
and skepticism concerning authorities’ capacity to regulate

Protection of their privacy
Several identities
Information provided limited

Journée d'étude du CREIS -23 Mai 2008

19



Comments : some differences

The use of Internet as a communication tool and a social
network making

The importance of control and security measures

The level of trust accorded to public and private
organizations

The role of public authorities in ensuring protection of
personal data

The level of awareness concerning identification systems
and specific legislation
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Main differences between countries

German youngsters are:
reluctant to give information (a group)
iInfluenced by people having yet experimented the system
confident in giving information to public organizations

French youngsters are:
sensitive to counterparts
More reluctant to give information to a public organization

English youngsters are:

attached to freedom (it is the responsability of each one to give or
not information)

Spanish youngsters are:
Do not mention any law
More concerned by security of payments
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Definition and characteristics of identity

Components
Browsing behavior
Civil status
History
The way you behave
Information to recognize you

Informations you put on
Facebook/StudyVvZ

Information telling something
about you

How people like to be seen

Journée d'étude du CREIS -23 Mai 2008

Characteristics

Difficult to define

Different from (or similar with)
personal data

Large information
Depend on the objective

22



Results: management of personal data

Giving Information depends on:
|dentified source
Type of organization/website (big vs. small)
Type of information asked
Context
Questionnaire administration
Information use
Guarantees given, security and pictograms
Counterparts
Anonymity
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( X X |
Results: risks and needs 3
Risks perception Needs

Diffusion of information Information

|dentity theft Education

Money theft and Fraud Control of data use

|dentity loss (user agreement)

Resale and reuse of data Protection against

Spam and advertisements advertisements

(harassment) International/national laws

Labelling Punishment of fraudulents

No risk group Guarantees

Risks with public/private Freedom and choice

organizations

Journée d'étude du CREIS -23 Mai 2008



Next steps

Quantitative study on youngsters in the four countries

Conclusions for recommendations on European Commission
policies

More large Pan european survey

E-identity and personal data management = one of the big
challenges in the future
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