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Identity 

Identity is characterised by aspects such as:
� Permanency: It is evolving but constant in terms of time, 

permanent despite all change in (its) history
� Unity: It is united in its diversity. Although diverse, various 

facets contribute to defining a single unique identity .
� Physical reality: one body for one identity

Looks different 
but is the same

Looks the same 
but is different

sheep & goats

Wolf in sheep’s clothing



Identification

Digital Signaturesi.e. Profiling 

on spending 

patterns

i.e. User-Id & 
Password, PIN

i.e. Biometrics

i.e. Tokens

Identification process is based on :

� What you are 

� What you know

� What you have

� What you do

USB key  or  contactless

i.e. RFID implant



Identity Challenges

• Security risks

• Privacy protection

• Ethical concerns

• Health-related risks

• Economic considerations



Web 2.0 Challenges

• Huge amounts of information and data-points about users are generated in online interactions and 
compiled by sophisticated search engines

• There is limited (or no) user control on their data 

• There is no kind of 'safety net' in relation to these activities, as the individual is often the guarantor 
of the last resort; specifically:

• Information from SN is used as negative evidence to screen job applicants, possibly 
prejudicing future reputation and career;

• Increased likelihood of distributed social surveillance, enhanced by the advent of 
advanced geo-tagging;

• Intellectual property, data ownership and moral rights of authorship intrinsic in cultural 
production are not formally and clearly recognised;

• Deletion of personal data and trails left is problematic.



The concept of personal identity

� Much discussed by doctrine and case-law, not defined by 
legislator.

� Two perspectives:

- all the data which identify the data subject (e.g. in a 
passport);

- the social projection of one’s personality (“short 
biography”).



Right to personal identity

� Right to identity: “correct representation in each 
context” and “integral representation of the person”. 
(S. Rodotà)

� Right not to see one’s own ideas and life experience 
misunderstood and misrepresented.



Legal protection of identity in the EU

� Highly developed and regulated, with respect to US and 
Asia.

� The protection of personal data is a fundamental right, 
closely linked to the right to respect for private and family life 
(EU Charter of Fundamental Rights art. 7-8). 

� Private life and personal data = explicitly protected by 
European Union, national Constitutions and jurisprudence of 
Supreme Courts



Identity and ICT

� Identity = no longer a pre-existing, static datum but rather a 
dynamic, ongoing process of manifestation of the self in 
multiple transactions, interactions and exchanges of 
data.

� “Being digital" = a distinct on-line life, multiple digital 
identities. 

� Digital footprints. 
� Right to identity in the digital domain = “correct 

representation in each context”, “integral representation of 
the person”.
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Empirical
Study

on eID of young people
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Youngsters are high consumers
of e-technologies

� European young people aged 15-25:
� 16% of the European population

� 61% are connected to the Internet (vs 38% EU25 
individuals)

� Spend 10 hours/week on the Internet vs 13 
hours/week on television (Jupiter Research, 2005)
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Empirical past studies (1): 
E-government user perceptions

� E-government services perception (EU-funded eUser
research project):
� 55% of the EU citizens having used eGovernement services are 

positive
� 33% report obstacles
� Main requirement: more security and privacy

� EU citizens are critical about the competence of 
authorities to handle personal data (FIDIS report):
� UK and Ireland most negative
� Germany, Austria, Finland, Scandinavian countries rather

negative
� Central and Eastern countries most positive
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Empirical past studies (2): 
User perceptions toward e-identity

� 56% of web users are concerned by privacy online 
(Paine, 2006) and 73% state they take action to protect
their privacy

� Segmentation in 4 groups concerning ePrivacy (Pew
Internet study, US)
� The confident creatives (17%)
� The concerned and Careful (18%)
� The worried by the wayside (18%)
� The unfazed and inactive (43%)
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Empirical past studies (3): User 
perceptions toward Biometrics

� Negative perception:
� Highly intrusive form of surveillance (Adronikou et al. 

2007)
� Risk that an electronic trace of every person’s movement

is processed and stored
� Risk to monitor activities of particular groups (ethnicity)

� Positive perceptions:
� 2/3 of americans would pay extra to add fingerprint

biometrics to their computers (Authentec, 2004)
� 82% of americans support the use of biometrics on 

passports, 75% to drivers’ licences
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Qualitative 
Study results
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Methodology of the qualitative study

� 2 focus groups in 4 countries : 
France, UK, Germany and Spain

� Youngsters 15-25 (total : 76)

� Interview guide :
� Topic 1: identity and personal data management
� Topic 2: usage of ICT and identity management online
� Topic 3: identification technologies and eID services
� Topic 4: protection and regulation

� Content analysis (Nvivo) 
and discriminant analysis (Alceste & WordMapper)



Journée d'étude du CREIS -23 Mai 2008 17

Main topics evoked by the participants
in each country (1)

USE OF
PERSONAL

DATA

CONTROL
AND

PROTECTION

IDENTITY
AND

PERSONAL
DATA

INFOR-
MATIONAL
PRIVACY

SECURITY

FRANCE

TECHNO-
LOGY

INFOR-
MATIONAL
PRIVACY

SECURITY

ENGLAND
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Main topics evoked by the participants
in each country (2)

CONTROL
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Results: similarities between countries  

� Identity differs from personal data 
� Identity relates to all data that define a unique human being. 
� Personal data consists of profile information (name, cicil status) 

� Main concerns
� Privacy and security
� Risks of identification systems

� Necessity for data control/protection online
� Unawareness of existing protection laws

and skepticism concerning authorities’ capacity to regulate

� Protection of their privacy
� Several identities
� Information provided limited
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Comments : some differences

� The use of Internet as a communication tool and a social 
network making

� The importance of control and security measures

� The level of trust accorded to public and private 
organizations

� The role of public authorities in ensuring protection of 
personal data

� The level of awareness concerning identification systems 
and specific legislation
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Main differences between countries  

� German youngsters are:
� reluctant to give information (a group)
� influenced by people having yet experimented the system
� confident in giving information to public organizations

� French youngsters are:
� sensitive to counterparts
� More reluctant to give information to a public organization

� English youngsters are:
� attached to freedom (it is the responsability of each one to give or 

not information)

� Spanish youngsters are:
� Do not mention any law
� More concerned by security of payments
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Definition and characteristics of identity

Components
� Browsing behavior
� Civil status
� History
� The way you behave
� Information to recognize you
� Informations you put on 

Facebook/StudyVZ
� Information telling something 

about you
� How people like to be seen

Characteristics 
� Difficult to define
� Different from (or similar with) 

personal data
� Large information
� Depend on the objective
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Results: management of personal data  

� Giving information depends on:
� Identified source
� Type of organization/website (big vs. small)
� Type of information asked
� Context
� Questionnaire administration
� Information use
� Guarantees given, security and pictograms
� Counterparts
� Anonymity
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Results: risks and needs

� Risks perception
� Diffusion of information
� Identity theft
� Money theft and Fraud
� Identity loss
� Resale and reuse of data
� Spam and advertisements

(harassment)
� Labelling
� No risk group
� Risks with public/private

organizations

� Needs
� Information
� Education
� Control of data use

(user agreement)
� Protection against

advertisements
� International/national laws
� Punishment of fraudulents
� Guarantees
� Freedom and choice
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Next steps

� Quantitative study on youngsters in the four countries

� Conclusions for recommendations on European Commission 
policies

� More large Pan european survey

� E-identity and personal data management = one of the big
challenges in the future


